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PURPOSE OF THIS PLAN 
This plan aims at minimising any interruption to the business following an incident or event that could 
have a negative impact on our activities and services.  It will be used if a significant and extraordinary 
disruption occurs, which is likely to involve: 
 

§ serious illness, injury or death to members of the NCAL team; 
§ major premises or property destruction, loss or damage; 
§ loss of our communication and IT facilities; 

 
The plan will be managed in the first instance by Kevin Culver, Managing Director. 
 
PLAN ACTIVATION 
The plan will be activated immediately following an incident that is deemed to have the potential to 
damage the business.  NCAL’s Business Interruption Response Team, which comprises all the 
company’s directors, will convene at the earliest opportunity and, in any event, within two hours of an 
incident arising. 
 
Any of the directors has the authority to invoke the plan, and the Business Interruption Response 
Team will immediately sanction the appropriate responses according to the requirements of any given 
situation. 
 
It will be the joint responsibility of the Business Interruption Response Team to agree an incident has 
been resolved and normal business activity resumed.  The team will review the effectiveness of the 
actions taken, update the Business Continuity Plan if required, and stand down all actions relating to 
the incident and return to business as usual. 
 
SCOPE 
This plan covers all of NCAL’s work, including customer facing interventions as well as back office 
administration, contract compliance and all other normal activities of the business.  In developing this 
plan, the following types of situation have been considered: 
 

§ alternative communication channels; 
§ alternative modes of transport; 
§ alternative site of operations; 
§ back-up of business-critical systems;  
§ back-up and restoration of data 
§ lack of people; 
§ emergency contacts in the event of a significant incident. 

 
ASSUMPTIONS 
In developing this plan, the following assumptions have been made: 
 

§ the safety and welfare of people take priority at all times; 
§ all directors of the business have knowledge and understanding of this plan; 
§ the owners of third party software used will respond swiftly to any issues that interrupt their 

own business activities; 
§ replacement equipment such as phones and computers will continue to be readily available at 

short notice. 
 
OBJECTIVES 
NCAL’s objectives during any incident or interruption to business as usual are to: 
 

1. ensure the safety of staff and others to whom we have a safeguarding responsibility; 
2. maintain working output to ensure our services continue; 
3. keep all apprentices, employers and other stakeholders informed, as appropriate; 
4. protect our assets and our reputation; 
5. return to business as usual as swiftly as possible. 
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PRIORITIES 
When business as usual is not possible, the key priorities are: 
 

1. within 24 hours, contact all interested stakeholders to advise them the business has suffered 
an interruption, that the recovery plan has been invoked, and the timescales expected for a 
return to business as usual; 

2. within one day contact any stakeholder with whom we have planned appointments to 
rearrange dates, if necessary; 

3. within three days, order replacement equipment needed to restore necessary resources to 
the level needed to run the business as usual; 

4. within three days, assess the need for any temporary or permanent staff resources and 
commence the process of advertising and recruiting same and, if required, implement plan to 
install non-executive directors into executive roles while permanent replacements are found; 

5. within 24 hours, recover any lost data and bring up to date with any additional input, so that 
business information is restored to its expected state. 

 
In all cases, the aim is to have the business fully restored within one week of any interruption to 
ensure minimum disruption to apprentices, employers and other stakeholders.   
 
ROLES AND RESPONSIBILITIES 
The Business Continuity Plan is owned by NCAL’s Managing Director, Kevin Culver.  He is 
responsible for maintaining and updating the plan.  The Managing Director will also take the lead on 
invoking the plan if the need arises including: 
 

§ authorising actions by colleagues as appropriate; 
§ managing team responses; 
§ ensuring the right levels of administrative and technical support are in place; 
§ managing the budget required to restore the business to normal; 
§ evaluating the success of any responses; 
§ deciding when business normality has been resumed and the plan can be stood down. 

 
In the event of the absence of the Managing Director for any reason, the Director of Learning and 
Development will assume full responsibility.  In the absence of the Director of Learning and 
Development, the Finance Director will assume full responsibility for the plan. 
 
ALTERNATIVE COMMUNICATION CHANNELS 
It is our normal practice to communicate with staff, apprentices and employers via mobile phone, 
email and social media.  These rely on mobile phone networks and broadband facilities being 
maintained.  Because all staff work from home, it is highly unlikely that any incident will have 
widespread impact on the business.  In effect, the company has multiple access points to mobile 
phone networks and broadband facilities, thus reducing the risk of serious interruption to a negligible 
level. There is more likely to be a local and manageable impact with an individual member of staff. 
 
In the event of an interruption to the business that affects communication, the NCAL team will 
communicate internally and externally by the most appropriate methods available to ensure that: 
 

§ key messages are relayed swiftly; 
§ recovery efforts are coordinated effectively; 
§ apprentices, employers and other stakeholders are notified without undue delay; 
§ replacement resources are ordered/found promptly. 

 
In all likelihood, communication will continue via mobile phone and email in the first instance with 
other methods being used only as a secondary option if the need arises.  These include calls to 
landlines, and the company has a record of each staff member’s landline number for emergency 
purposes. 
 
In the event of loss or damage to mobile phone equipment, staff are authorised to arrange an 
immediate replacement, which should be possible within a matter of hours. 
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ALTERNATIVE MODES OF TRANSPORT 
Our business impact analysis has identified that interruption to travel facilities such as vehicles, road 
networks and public transport is likely to happen and, when it does, will probably have an immediate 
and noticeable impact on our business.  Our staff spend a great deal of time travelling and are subject 
to holds ups caused by accident, heavy traffic, adverse weather, strike action, break down and so on. 
Any such interruption will result in missed appointments and pressure on diaries and working 
patterns. 
 
In such an event, the impact will be minimised by: 
 

§ organising alternative transport wherever possible including the hire of alternative vehicles; 
§ communicating the problem to colleagues who may be able to take the appointment and 

avoid missed engagements wherever possible; 
§ contacting apprentices and employers if no immediate solution can be found to explain the 

situation and rearrange appointments and commitments; 
 
 
ALTERNATIVE SITES OF OPERATIONS 
Staff work from home under normal circumstances.  NCAL’s head office is in suitable accommodation 
at the home of the Managing Director.  In the event of unavailability of any of the locations used for 
working purposes, alternative accommodation will be found and/or rented until normal business 
activity is resumed.  NCAL has identified two suitable alternatives for the transfer of head office 
functions should the needs arise: 
 

§ Discovery Park, Sandwich, Kent - phone number 01304 614060 
§ Canterbury Innovation Centre, University of Kent – phone number 01227 811700 

 
 
BACK UP OF BUSINESS-CRITICAL SYSTEMS 
We are heavily reliant on a third-party IT system to ensure effective record keeping and compliance 
with Education and Skills Funding Agency regulations.  However, this is a web-based system that 
does not require any particular hardware, software or server installations at our premises.  Our 
business interruption analysis has identified that loss or damage to the equipment we own that 
supports our business-critical systems is unlikely and, if it did occur, would have low impact. 
 
In such an event, each member of staff has at least one back-up laptop that will enable them to regain 
immediate access to the system.  Furthermore, we have an IT repair and supply contract that can 
provide prompt repairs and next day delivery of replacement equipment. 
 
BACK-UP AND RESTORATION OF DATA 
Loss of data within our business-critical systems would have a high impact on the business.  
However, the risk has been judged as very low because all data is held in a third party software 
system that has 30-second back-up arrangements simultaneously to three independent, remote and 
secure servers in different countries.  Any interruption would be very short-term and easily rectified 
with back-up from source data materials.  No other critical data is kept by the company outside of this 
secure and protected system. 
 
We have also reviewed the third party supplier’s cyber security processes as part of our ongoing due 
diligence process for all our business partners. 
 
LACK OF PEOPLE 
NCAL Limited is heavily reliant on its staff resources.  We have made the following judgements in our 
business interruption analysis: 
 

§ the threat of short-term illness, injury or absence of key personnel is likely to occur from time 
to time but will have allow impact; 

§ the threat of long-term illness or absence of key personnel is less likely to occur but would 
have a significant impact on the business. 
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The probable low impacts include cancelled appointments, pressure on other staff and disruption of 
services to stakeholders.  The probable high impacts include interruption to business strategy and 
governance and loss of client confidence. 
 
We are managing and reducing these potential threats through: 
 

§ carefully managed caseloads; 
§ empowering staff to make decisions and to multi-task; 
§ training existing staff to move into executive roles; 
§ using two non-executive directors to step in if the need arises; 
§ using our own wellbeing coach to monitor staff health and wellness. 

 
 
EMERGENCY CONTACTS 
In the event of an emergency that leads to an actual or potential business interruption, the following 
people / organisations should be contacted: 
 

§ Kevin Culver – NCAL Limited: tel. 07740 307342 / email kevin.culver@ncal.co.uk 
§ Jonathan Culver – NCAL Limited: tel. 07850 341914 / email jonathan.culver@ncal.co.uk 
§ Sue Cawdron – iCanQualifications Ltd: tel. 07950 482786 / email 

sue.cawdron@icanqualify.co.uk 
§ The Education and Skills Funding Agency: tel. 0370 2670001 quoting NCAL Limited and 

UPIN 132136 
 
 
DOCUMENT CONTROL 
This plan will be reviewed quarterly by the Managing Director and updated as required. In any event, 
it will expire 31st December 2019 and will be reissued 1st January 2020. 
 
 
 
 
 
 
 
n.b. See the current abbreviated version of our Business Impact Analysis on the next page. 
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BUSINESS IMPACT ANALYSIS (abbreviated version) 
 
This document assesses the potential for an interruption to our business and determines the risk level 
and threat reduction practices we are adopting. 
 
Part 1: role and stakeholders 
 

Key role Main stakeholders Maximum tolerable disruption time 
Face-to-face 
delivery/contact 
(visits, meetings, 
training, coaching 
sessions, 
consultancy, exams 
etc.) 

Apprentices 
Clients 

One week 

Remote 
delivery/contact 
(phone, email, 
webinar etc.) 

Apprentices, clients, 
employees 

Three days 

Administration 
(delivery related) 

Apprentices, clients, 
employees, ESFA, 
iCanQualify (iLearner) 

Two weeks 

Administration (not 
directly related to 
delivery) 

Bank, accountant Three weeks 

 
Part 2: Critical activities 
 

 Key activities Impact if activity stops How quickly we need to resume 
this activity 

1 Travel to appointments 
with stakeholders 

Meetings missed, 
apprentices’ progress 
delayed, presentation 
deadlines missed, pressure 
on diaries due to rebooking 
etc. 

Three days 

2 Use communications to 
make contact with 
stakeholders 

Stakeholders confused 
about lack of contact, 
reputation possibly 
tarnished 

One day 

3 Using iLearner for 
recording apprentices’ 
details and progress 

Records become out of 
date, ESFA funding at risk 

Three days 

4 Using the Hub for 
uploading ILRs 

ESFA funding ceases By 4th working day of the month 
(critical data upload point) 

5 Using MACs and software 
to produce learning 
materials, access banking 
etc. 

Unable to continue with 
administration of business 
– e.g. invoicing, bills, 
salaries, expenses, 
learning tasks etc.  

Three days 

 
Part 3 – Resources 
 

Activity People Premises Software, 
data, 
information 

Hardware and 
equipment 

Suppliers 

1 Replacement 
personnel 

Alternative 
venue(s) 

 Phone, cars, trains  

2    Phone, laptops  
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3   iLearner Laptop iCanQualify 
4   The Hub Laptop ESFA 
5   MS Office 

iLearner 
The Hub 

Banking cards and 
card reader 

Apple / 
Stormfront 
ESFA 
iCanQuality 

 
Part 4 – Threats 
 

Internal/external 
threats to critical 
activities 

Risk level Impact if this happens Threat reduction 
methods 

Short-term illness, 
injury or absence of 
key personnel 

Low impact 
High likelihood 

Appointments cancelled, 
pressure on other staff, 
disruption of services to 
stakeholders 

Carefully managed working 
commitments and 
caseloads 
Multitasking by other staff 

Long-term illness, 
injury or absence of 
key personnel 

High impact 
Low likelihood 

Pressure on other staff, 
business strategy and 
governance interrupted, 
loss of client confidence 

Two non-executive 
directors in place to pick up 
the business if need arises 

Disruption to road and 
travel networks 

High impact 
High likelihood 

Missed appointments 
Pressure on diaries 

Staff in other part of 
country would attend 

Damage to own 
premises 

Low impact 
Low likelihood 

Short-term disruption of 
workflow 

Staff work from home, so 
multiple sites available 

Damage to hired 
premises 

High impact 
Low likelihood 

Interruption to and 
probable cancellation of 
planned training/meeting 
activities 

Alternative premises 
already identified to 
support training and 
meetings 

Loss/damage of 
equipment 

Low impact 
Low likelihood 

Short-term interruption to 
workflow 

Suppliers already identified 
for same day/next day 
delivery 

Loss of data High impact 
Low likelihood 

Replacement of data input 
from paper records, 
memory etc.  

All data backed up in real 
time in The Cloud 

Interruption to Third 
Party data systems – 
i.e. supplied by ESFA 
and iCanQualify 

Low impact 
Low likelihood 

Apprentice records 
become out of date 
(iLearner), income 
interrupted if The Hub 
(ESFA) systems down at 
critical time 

Contact details for 
iCanQualify shared with all 
staff and data uploaded to 
The Hub well in advance of 
critical date (in case of 
problems) 

 
 
This document is reviewed every quarter and updated as required. 
Last update 1st October 2019 
 
 
 
 
 
 
 
 


